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CUSTOMER PROPRIETARY NETWORK INFORM:¢

This Manual governs all use of customer proprietary network information (CPNI) by all Company
employees, agents, independent contractors and joint venture partners.

It is the official policy of the Company that all access, use, disclosure or distribution of CPNI be
in accordance with the customer privacy safeguards set forth in the Communications Act (47
U.S.C. §222) and the Federal Communications Commission (FCC) Rules (47 C.F.R. §§64.2001
through 64.2011), and that all Company employees, agents, independent contractors and joint
venture partners who handle the Company’s CPNI are aware of these customer privacy
safeguards and comply fully with them.

It is the responsibility of all Company employees, agents, independent contractors and joint venture
partners to read and review this Manual, and to seek clarification from the Company’s CPNI
Compliance Officer(s) regarding any CPNI-related questions, before accessing, using, disclosing or
distributing CPNI in any manner and for any purpose. It is further the responsibility of every Company
employee, agent, independent contractor and joint venture partner to comply fully with all federal
CPNI requirements, and to seek clarification from the Company’s CPNI Compliance Officer(s) any time
that an access, use, disclosure or distribution of CPNI appears to be questionable.

NOTE: Some companies may retain individuals or entities as “agents,” rather than as “independent
contractors.” In common language as well as legal analyses, there is not always a clear dividing line
between “agents” and “independent contractors.” Under basic commercial law, an “agent” is a non-
employee authorized to act on the behalf of the Company and bound by a fiduciary duty to act in the
Company'’s best interests, whereas an “independent contractor” is an entity that completes a task
under contract for the Company but is generally responsible to the Company primarily for the results
of its work while remaining generally free to choose its own means and methods of performing and
completing the work. The two terms are often used interchangeably in business discussions and
documents, and appear to overlap somewhat even in more precise legal terminology.

The “agent/independent contractor” distinction has significance for CPNI compliance purposes. For
example, as of this time, the FCC has not restricted the provision of CPNI to third parties for the
preparation, rendering and collection of bills for telecommunications services. However, the
Communications Act specifically states that a telecommunications carrier is not prohibited from using,
disclosing, or permitting access to CPNI either directly or through its “agents” for billing and several
other specified purposes (e.g., protection against fraudulent, abusive or unlawful use of services).
Accordingly, to the extent the Company uses a third party for billing and collection, the third party will
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be clearly designated and treated as the Company’s “agent” for that purpose.



The FCC's rules, on the other hand, place stringent restrictions upon CPNI access, use, disclosure and
distribution to “independent contractors” for marketing purposes. Accordingly, to ensure compliance
with the FCC's marketing restrictions, the Company will designate and treat any third party to which it
furnishes CPNI for marketing and marketing-related uses as an “independent contractor” for purposes
of compliance with the CPNI marketing rules unless and until it seeks and obtains a clear legal opinion
from FCC counsel that it may do otherwise under specific circumstances.

VolIP Services: The FCC's CPNI Rules (47 C.F.R. §§64.2001 through 64.2011) apply to all providers of
telecommunications services and to all providers of interconnected Voice over Internet Protocol
(“VolP”) services.

I. Customer Proprietary Network Information (“CPNI")

CPNI is defined in Section 222(f) of the Communications Act as (A) information that relates to the
quantity, technical configuration, type, destination, and amount of use of a telecommunications
service subscribed to by any customer of a wireline or wireless telecommunications carrier, and
that is made available to the carrier by the customer solely by virtue of the carrier-customer
relationship; and (B) information contained in the bills pertaining to telephone exchange service
or telephone toll service received by a customer of a carrier (except that CPNI does not include
subscriber list information).

Generally, CPNI includes personal information regarding a consumer’s use of his or her wireline
and/or wireless telecommunications services. CPNI encompasses information such as: (a) the
telephone numbers called by a customer; (b) the telephone numbers from which a customer
receives calls; (c) the frequency, duration, timing and location of a customer’s phone calls, and (d)
the telecommunications and information services purchased by a customer (including, but not
limited to, local exchange, toll, cellular, PCS, paging, data transmission, call waiting, call
forwarding, call blocking, PIC freeze, three-way calling, conference calling, voice mail, Internet
access, call back, caller identification, call trace and toll denial services).

Call detail information (also known as “call records”) is a category of CPNI that the FCC had
determined to be particularly sensitive from a privacy standpoint and that may be sought by
pretexters, hackers and other unauthorized entities for illegitimate purposes. Call detail
information includes any information that pertains to the transmission of a specific telephone call
to or from a specific customer, including: (a) the number called (for outbound calls); (b) the
number from which the call was placed (for inbound calls); and (c) the date, time, location and/or
duration of the call (for all calls). The FCC has imposed additional restrictions upon the release of
call detail information over the telephone unless the requesting party can clearly authenticate
himself or herself as the customer to whom the call detail information applies.



I. Customer Proprietary Network Information (cont’d)

Information regarding customer preferred carrier (“PC”) freezes (including preferred
interexchange carrier (“PIC") freezes) constitutes CPNI. However, the FCC has determined that PC
freeze information is less sensitive than other CPNI, and has granted limited forbearance so that it
can be exchanged with other carriers without advance customer notice and consent.

Subscriber list information (that is, subscriber names, addresses, phone numbers and/or
advertising classifications that a carrier or its affiliate have published, or provided for publication,
in a telephone directory) is not CPNI because it is deemed to be more like aggregate customer
information than personal, individually identifiable customer information. Subscriber list
information may be used by a carrier (or disclosed to its agents, independent contractors, affiliates
and/or third parties) to publish telephone directories without the approval of the “listed”
subscribers (that is, those subscribers that do not have unlisted telephone numbers). Subscriber
list information must be provided by carriers to third parties for the purpose of publishing
directories, and must be so provided on a timely and unbundled basis at reasonable and
nondiscriminatory rates, terms and conditions. NOTE: Unlisted phone numbers are not included
in subscriber list information, and may not be used by a carrier, or disclosed to its affiliates or third
parties, for the purpose of publishing telephone directories.

Subscriber list information (PLUS unlisted subscriber names, addresses and phone
numbers) must be provided to emergency services and emergency support services for the
purposes of delivering (and/or assisting in the delivery of) emergency services. This information
must be provided on a timely and unbundled basis at reasonable and nondiscriminatory rates,
terms and conditions.

NOTE: “Subscriber list information” contains only publicly available information that has been, or
will soon be, published in one or more directories, whereas “billing name and address
information” (“BNA") may include information for unlisted as well as listed numbers. The FCC's
rules restrict the release of BNA to certain specific circumstances.

FCC Clarification on What is CPNI

A customer's name, address, and telephone number are not CPNI. A carrier may contact all of its
customers for marketing purposes using a customer list containing name, address, and telephone
numbers so long as it does not use CPNI to select a subset of customers from the list. [DA 98-971 at
19]

Casual traffic does not become CPNI until it is reflected on a customer's telephone bill. Since casual
calls are not "subscribed to" the customer, they do not fit into the first part of the CPNI definition.
However, once they are on the phone bill they are within the second part of the definition and are
considered CPNI. [FCC 99-223 at 9164-165]

I. Customer Proprietary Network Information (cont’d)

Where a LEC acts as a billing and collection agent, it may not use CPNI without the customer's
permission under the total services approach. [FCC 99-223 at 1160]



Section 222(c)(1) prohibits the use of CPNI only where it is derived from the provision of a
telecommunications service. Therefore, information that is not received by a carrier in connection
with its provision of telecommunications service can be used by the carrier without customer
approval, regardless of whether such information is contained in a bill generated by the carrier.
Thus, customer information derived from information services that are held not to be
telecommunications services may be used, even if the telephone bill covers charges for such
information services. [FCC 99-223 at 9158]

Il. Use and Disclosure of CPNI Is Restricted

GENERAL RULE: Because CPNI includes information that is personal and individually
identifiable, privacy concerns have led Congress and the FCC to impose restrictions upon its
use and disclosure, and upon the provision of access to it by individuals or entities inside
and outside the Company.

In the wake of the improper provision or sale of CPNI to certain Internet sites, the FCC has made it
clear that it will impose swift and potentially severe sanctions upon companies that violate its
CPNI requirements. The FCC has stated that it expects carriers to take “every reasonable
precaution” to protect the confidentiality of proprietary and personal customer information. The
FCC has put carriers on notice that it will infer from evidence that a pretexter obtained access to a
customer’s CPNI that the carrier did not sufficiently protect that customer’s CPNI. The carrier will
then have the burden of demonstrating to the FCC that it took reasonable steps to protect CPNI
from unauthorized disclosure (in light of the threat posed by pretexting and the sensitivity of the
customer information at issue) if it is to escape forfeitures or other sanctions.

lll. CPNI Compliance Officer(s)

The Company has designated a CPNI Compliance Officer(s) who is responsible for: (1)
communicating with the Company’s attorneys and/or consultants regarding CPNI responsibilities,
requirements and restrictions; (2) supervising the training of Company employees and agents who
use or have access to CPNI; (3) supervising the use, disclosure, distribution or access to the
Company’s CPNI by independent contractors and joint venture partners; (4) maintaining records
regarding the use of CPNI in marketing campaigns; and (5) receiving, reviewing and resolving
questions or issues regarding use, disclosure, distribution or provision of access to CPNI.

The Company’s current CPNI Compliance Officers are Bridget Addington and Stacey Pomrenke.

In addition to the specific matters required to be reviewed and approved by the Company’s CPNI
Compliance Officer(s), Company employees, agents, independent contractors and joint venture
partners are strongly encouraged to bring any and all other questions, issues or uncertainties
regarding the use, disclosure, or access to CPNI to the attention of the Company’s CPNI
Compliance Officer(s) for appropriate investigation, review and guidance. The extent to which a
particular employee or agent brought a CPNI matter to the attention of the CPNI Compliance
Officer(s) and complied with the CPNI Compliance Officers’ instructions or guidance constitutes a
material consideration in any disciplinary action brought against the employee or agent for
impermissible use, disclosure, distribution or access to CPNI.



IV. Training and Contract Arrangements Regarding CPNI
A. Employee and Agent Training

Various Company employees and agents may access, use, disclose or distribute customer records
containing CPNI. These employees and agents may include: (a) officers and managers; (b)
customer service representatives; (c) dispute resolution personnel; (d) accountants and
bookkeepers; (e) billing and collection personnel; (f) sales and marketing representatives; (g)
account representatives; and (h) technicians and installers.

Before accessing, using, disclosing or distributing any customer’s CPNI, a Company employee or
agent must complete the following CPNI Training Program:

1. The employee or agent must receive, read and review this Manual, including the attached
copies of (a) Section 222 of the Communications Act (Attachment 1); (b) the FCC's CPNI

Officer(s)



